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SECURITY AT WORK 


Is a security risk a security risk 
a security risk? 

Gertrude Stein settled it for all 
time, about a rose. But is a se- 
curity risk a species, a breed, a 
type? Can you detect one at a 
glance? Spot one a mile away? 
Do they all look, or act, alike? 

Let us look at two of the 30 
cases described in the First An- 
nual Report of the Industrial Per- 
sonnel Security Review Program, 
Department of Defense. 


Case 7 was a native-born (1910) 
American research scientist of na- 
tional stature. Charges were that 
he had worked in a Russian lab- 
oratory 1935-38 ... that mother 
was a known Communist, father 
supported Communist-front or- 
ganizations . . . that scientist had 
shown “sympathetic interest” in 
communism by reading the Daily 
Worker and other Communist 
publications and had extensive li- 
brary of books on communism. 

Case 25, a native-born (1920) 
American who received honorable 
discharge from U. S. Navy in 1945, 
was employed as mechanic mak- 
ing final inspections and checks on 
aircraft awaiting delivery to De- 
partment of Defense. Charges 
were that he was a member of 
Civil Rights Congress (on Attor- 
ney General’s list) and of Inde- 
pendent Progressive Party ... 
that he had subscribed to Daily 
Peoples World. 

Case 7 received clearance. 
Why? Case 25 did not. Why? 

A further look at the Industrial 
Security Program on the books 
and in action will give some indi- 
cation of the problems involved in 
deciding what is a “security risk” 


under this program. 

As the Industrial Security Re- 
view Director said in his report, 
“We have found no easy solutions, 
no ready-made slogans, no auto- 
mation which receives facts and 
grinds out answers.” 

It is important that answers be 
found, and that we understand 
them, because, though not as wide- 
ly known as some of the other 
security programs, the Industrial 
Security Program accounts for 
nearly a third of the 10 million 
persons covered by the federal 
government’s five programs. 





The program was set up by the 
Secretary of Defense to protect 
the vital information which has 
been classified by the three mili- 
tary services. Before a defense 
contract involving classified infor- 
mation can be awarded by any 
military service, a plant must first 
obtain “facility clearance.” This 
process involves a determination 
that the plant’s top officials are 
loyal and trustworthy, and a 
signed agreement that the com- 
pany will undertake the pre- 
scribed steps to safeguard classi- 
fied information. , 

Once the contract is granted, 
the employer has two major secur- 
ity duties: 1) to maintain certain 
physical safeguards and 2) to per- 
mit access to classified informa- 





tion only to those employees a) 
who “need to know” in order to 
carry out their jobs and b) who 
have been cleared for access. 

The employer decides which em- 
ployees need access and thus have 
to be cleared. Those employees 
are then subject to one of three 
levels of security clearance, de- 
pending on the kind of classified 
information they have access to 
—confidential, secret, or top sec- 
ret. The more important the in- 
formation, the more stringent the 
screening process is. 


STANDARD AND CRITERIA 


The standard for clearance is 
“that access to classified informa- 
tion by the person concerned is 
clearly consistent with the inter- 
ests of the national security.” 

Provided as guideposts are 22 , 
criteria to determine whether the 
individual is a loyalty or security 
risk. These fall into two general 
categories: 

Indications that 1) the individ- 
ual may be disloyal (sabotage, es- 
pionage, membership in Commu- 
nist organization, “sympathetic in- 
terest in” Communist movement, 





etc.) or 2) he has a character 
weakness which makes him un- 
suitable fér access to classified in- 
formation. 

Confidential. The employer 
himself has the power to clear an 
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employee for access to confiden- 
tial information, using whatever 
checks he considers necessary to 
determine that the employee is a 
U. S. citizen and meets the “‘clear- 
ly consistent” standard. 

Secret and Top Secret. The mil- 
itary services take over the clear- 
ance process for access to secret 
or top-secret information. 

First, each employee fills out a 
Personnel Security Questionnaire 
(PSQ) which calls for full details 
as to past life, relatives, jobs held, 
former addresses, travel in foreign 
country, police record, etc. The 
employee also is required to look 
through a list of organizations 
(the Attorney General’s List) and 
complete a form (Certificate of 
Non-Affiliation With Certain Or- 
ganizations) setting forth or de- 
nying any affiliation. 

Clearance for secret is granted 
by the Defense Department on the 
basis of a national agency check— 
checking the files of Civil Serv- 
ice, the FBI, the military intelli- 
gence agencies and the House Un- 
American Activities Committee. 
Top-secret clearance is granted on 
the basis of a full background in- 
vestigation (former employers, 
teachers, friends, neighbors, etc., 
are interviewed). 

If derogatory information ap- 
pears in the files of an employee 
seeking clearance at any level, the 
employee automatically undergoes 
a full background investigation. 

Just as the employer is empow- 
ered to grant clearance at the con- 
fidential level, so the military 
service responsible can grant 


clearance at the secret or top-se- 
cret level by issuing to the con- 
tractor a Letter of Consent. 


INDUSTRIAL REVIEW 


However, all recommendations 
for denials of clearance must be 
forwarded to the Office of Indus- 
trial Personnel Security Review in 
Washington. The Director for- 
wards these cases first to the 
Central Screening Board, then to 
the Hearing Board and, under 
certain circumstances, to the Re- 
view Board. 

The Three Boards. The Secre- 
tary of each military department 
appoints, as the case load requires, 
one or more military or civilian 
members to each of the three 
Boards—Screening, Hearing and 
Review. Any three members (one 
from each service) will constitute 
a “quorum panel,” so there may 
be more than one panel meeting 
at the same time. The Hearing 
and Review Boards also require 
at least one member to be a ci- 
villian. The Review Board has 
still another requirement, that one 
member be a lawyer. 

The Screening and Review 
Boards are located in Washington; 
the regional Hearing Boards, in 
San Francisco, Chicago, and New 
York, and in other cities if nec- 
essary. 

Screening Board. The Screen- 
ing Board’s job is to decide 
whether clearance should be 
granted. The Board can ask the 
employee written questions, inter- 
view him, or request the military 
department concerned to check 
further on specified points. 


THE PRESENT PROGRAM: 
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If the panel decides unanimous- 
ly to grant clearance, the security 
office of the military department 
concerned is instructed to issue a 
Letter of Consent. When this hap- 
pens, the contractor never learns 
that the employee has been under 
question; the employee may not 
either, if the Board chooses not to 
submit questions to him. 





If even one panel member votes 
against clearance, the employee is 
sent a Statement of Reasons and 
is informed of his right to a hear- 
ing. Whatever clearance has pre- 
viously been granted is suspend- 
ed. The employer is notified of 
the suspension of clearance, but is 
not notified of the reasons. 

Hearing Board. If the employee 
decides to protest the Screening 
Board’s action, he may either pre- 
pare a written brief or ask for an 
oral hearing. 


Hearings are not conducted 
with the formality of a court pro- 
ceeding but as “administrative in- 
quiries held for the purpose of af- 
fording the person concerned an 
opportunity to be heard and to 
permit the Board to inquire fully 
into matters related to the partic- 
ular case.” They are closed to the 
public. 

The Hearing Board’s decision, 
which includes the findings as well 
as the reasons, is sent to the Di- 
rector of Industrial Personnel Se- 
curity Review. He may announce 
it as final if the decision was 
unanimous. 


Review Board. If the decision 
was not unanimous, it must be re- 
ferred to the Review Board. Unan- 
imous decisions presenting “novel 
issues or unusual circumstances” 
may also be sent to the Review 
Board. 

The Review Board reviews the 
written record of a case, i.e., hears 
no witnesses. The employee does 
not appear and in fact is not noti- 
fied that his case is up for review. 

The decision is reached by a 
majority vote and is final, subject 
to 1) reconsideration on Board 
motion or 2) a request of the em- 








ployee on “discovery of new evi- 
dence or for other good cause.” 
Also, the Secretary of Defense or 
of one of the military departments 
can suggest further reconsidera- 
tion. In fact, the Secretary by 
himself, or the three other Secre- 
taries acting together, have the 
power to reverse the Review 
Board decision. 


IN ACTION 





We have looked at the rules and 
regulations which are on the 
books. What about the program 
in action? 

Since 1949 when the program 
started, about 3 million employees 
in 21,000 defense facilities have 
been cleared. 

The first Annual Report of the 
Industrial Review Program covers 
its operations since it was revised 
in July 1955. (Copies of the 200- 
page report are available through 
the League’s national office upon 
payment of a ten-cent mailing 
cost.) The Report states that one 
of its purposes is to gain public 
acceptance of the program ‘whose 
aims are everywhere applauded, 
but whose methods are all too 
frequently misunderstood and 
deplored.” 

The greatest emphasis of the 
Report is on the improvement in 
screening procedures. It claims 
that a higher degree of consisten- 
cy in decision-making is possible 
now, with all cases flowing 
through the Central Screening 
Board, than under the earlier, less 
centralized operation. 

The Report offers statistics to 
document the improvements: Ap- 
proximately 60 percent of recent 
cases considered by the Central 
Screening Board have resulted in 
clearance, in contrast to 37 percent 
under the 1953-55 program. 

CRITICISMS 

Criticisms of the program gen- 
erally fall into two categories: 1) 
the scope of the program in rela- 
tion to its effectiveness in achiev- 
ing security and 2) the “broad” 


standard and “vague” criteria. 

Coverage. Some claim that 
many jobs are over-classified be- 
cause the defense material is over- 
classified, i., that millions of 
workers are screened even where 
no vital information is involved. 

A report of the Association of 
the Bar of the City of New York 
suggested that the requirement 
for clearance for access to confi- 
dential information be eliminated. 

Cutting down on this coverage 
would considerably reduce the im- 
pact on industrial society. Esti- 
mates indicate that the number 
of people covered would drop to 
800,000. 

Standard and Criteria. The 
“clearly consistent” standard, the 
same yardstick as used in the Fed- 
eral Employee Program, is consid- 
ered by many to be too severe for 
measuring employees in private 
industry. The reasoning is that 
this program deprives the individ- 
ual of a valuable property right, 
i.e., his private employment status, 
as well as his good name, without 
due process. 

Some critics think the criteria 
are too broad and inclusive and 
go beyond the “reasonable bound- 
aries of government interference 
with private employment relation- 
ships.” Another criticism is that 
some of the criteria are based on 
“mere possibility’ (not even prob- 
ability) in using language such as 
“tends to show,” “might be con- 
sidered,” etc. 


WHAT’S AHEAD? 


For many reasons, the Indus- 
trial Security Program is current- 
ly considered one of the areas 
most worthy of public interest. 

The program is closely involved 
with our country’s future indus- 
trial development. Technological 
advances, the increased mechani- 
zation of warfare, and our con- 
stantly expanding economy will 
tend to increase the coverage. 
Also, other employers informally 
adopt loyalty and security consid- 
erations in personnel practices. 

The scope of the current pro- 
gram is challenged in a suit (Krez- 
nar v. Wilson) now before a U. S. 
District Court. Kreznar, a PBX 
installer, contests his dismissal as 
a security risk on the basis that 
his job was not really covered. 

The Defense Department has 
supported legislative proposals for 


extended authority in this field. 
Senator Butler (R., Md.) has in- 
troduced in the 85th Congress the 
Defense Facilities Protection Act, 
S. 1140, which is identical with S. 
681, sponsored by him in the 84th 
Congress. 

This bill would grant the Pres- 
ident the authority to take such 
action as he sees fit to bar from 
access to any “defense facility” 
individuals believed to be disposed 
to commit acts of sabotage, es- 
pionage, or other subversion. 

“Defense facility” is given the 
definition it has in the 1950 In- 
ternal Security Act (except ves- 
sels and waterfront facilities 
which are covered by the 1950 
Magnuson Act), i.e., “any plant, 
factory or other manufacturing, 
producing or service establish- 
ment, airport, airport facility, 
mine, railroad, public utility,” etc. 





Congressional testimony on S. 
681 indicated a wide range of in- 
terpretations of this proposed bill. 
Government spokesmen said the 
authority would be used—especi- 
ally in time of war—‘selectively 
on a case-by-case basis” aimed at 


certain “hard-core Communists” 
who would be potential saboteurs 
and could not be reached any 
other way. These spokesmen stat- 
ed that there was no intention of 
setting up a mass screening pro- 
gram over private industries. 

Opponents of the bill claimed 
that such broad authority granted 
to the President could “extend the 
government loyalty-security pro- 
gram to virtually all of the na- 
tion’s workers.”’ They objected to 
the coverage of privately owned 
facilities primarily engaged in 
what is regarded as normal civil- 
ian production. As one critic put 
it, we could end up as a nation of 
“screeners and screenees.” Fur- 
thermore, these critics stated that 
the “hard-core Communists” 
could be taken care of through 
other measures, i.e., prosecuted 
under the membership clause of 
the Smith Act, through sabotage 
acts, etc. 














ABOUT THE BUDGET 





January found the Budget Com- 
mittee, like the god Janus, for 
whom the month was named, look- 
ing two ways—backward over a 
year of solid League accomplish- 
ment, and forward to a year of 
continued demand for the many 
services and materials which make 
for a unified, dynamic organiza- 
tion. 

There was reason to be proud of 
the steady growth of new Leagues 
and of the increasing evidence of 
enlightened leadership and League 
prestige revealed in League activi- 
ties. A measure of pride was drawn 
from the better community under- 
standing of our nation’s foreign 
policy fostered by the many “Fo- 
cus on the Future” projects under- 
taken. The League’s critical look 
at the federal loyalty-security pro- 
gram was seen to be developing 
not only an awareness of the diffi- 
cult problems involved, but an in- 
telligent body of opinion. to be 
shared with those who must set up 
and administer the program. 
League reports of a rapidly grow- 





VOTERCIPHER No. 6 


VOTERCIPHER is a cryptogram— 
writing in cipher. Every letter is 
part of a code that remains constant 
throughout the puzzle. Answer No. 6 
will be found in the next issue. 


YXANIPLNPE OTC PX IBYOE 
EX SXPEIXD BPKBABKJTD 
DBRNIEG RNGXPK VOTE 
BC PNSNCCTIG EX EON 
CTHNEG TPK VNDD-RNBPY 
XH CXSBNEG. 

—FXOP S. STDOXJP 





Answer to Votercipher No. 5 
The greatest menace to freedom 
is an inert people. 
—Louis D. Brandeis 

















PROPOSED BUDGET 1957-1958 





Budget Proposed 
EXPENDITURES 1956-1957 1957-1958 
General Administration 
TOE GE TIED ovccccvvseiccesssscnscsscscsesseces $ 11,400 $ 11,780 
Committee Meetings. ......................ccsessceee 1,000 930 
PE TINIE ooo sce ces ccsesssccvseveceseccsssessies 29,200 30,480 
Fees (Auditing and Legal) ..................... 900 950 
NEY MII. 6505 dh occatdecticcucsacootecossorseceds 1,100 1,250 
I, icc bills cre riealiasdcientectuiginieisie 125 125 
Pre-Council and Convention Cost.......... ee 
NINE Yaiccinsoconscscsscexcecomisrtieviltsostsiensesisteass 50, 118 53,618 
~ 94, 043 99,133 
Capital Expenditures 
NI INI 5 evscccsssacdscowsereepisverscens 1,600 1,105 
*Publications 
TD TEUTROTRE VOCE nncvsscevccsccescessecscnsseseseee 25,646 22,500 
Publications, Publications Service and 
Special Subscription Service ................ 45,900 40,500 
SEIN sare pavn cansus caves evvospwaveshetagsisceasanchaessnprese 55,254 57,966 
Total Costs 126,800 120,966 
Less Sales 16,775 68,000 
~ 50,025 52,966 
Field Service 
MII csc: creevenesinsvoniibiansiaseswncens knsiecigasieinndeoes 15,000 15,000 
III, iccusscupensatnsarassonessvebscnsasebsetsccecsseesseiees 28, T22 33,330 
~ 43,722 438,330 
REINS: dciscuccdavbatbecseniechscdendavindanbpriiiis $189,390 $201,534 
INCOME 
NE IT oo sceccssvnsncesccoscdenisecesuroncapersies 8 
I IS ccs crecvcissecscacesscscatorpsccosvnsoverees —_— #& #8 & i +$§+|.|. =~  —— reecnirnces 
Interest on Auxiliary Income Fund ...... 3,300 3,500 
Interest on Reserve Fund .................00000 3,000 3,300 
IE SEINE oes cscctsaceessestocsccndevesaveucevsessieteee 20,000 = = = = =—=— _, __ enceeseec%eo 
*Convention ) 
or ) Registration ........ $15,000 $1,100 
Council ) 15,000 _ 1,100 
Ny ocubesavisnstsecicessevespsaseverensctonneesavn $189, 390 $201,534 


*In and out items: Cost less income. 








ing mass of information and inter- 
est about the country’s water re- 
sources promised a more alert, 
constructive approach to this vital 
issue by citizens in the future. 
Such activity has put an in- 
creased demand for services on the 
national office: more letters to be 
answered, more publications to be 
produced, more orders to be filled, 
many visits to be made. National 
expenditures reflect this. Even 
during the current year it has been 
necessary to add another program 
secretary to the staff. In the pro- 
posed budget, provision is made 
also for necessary additional cler- 


ical staff. These expenditures ac-. 


count for most of the increase be- 
ing proposed in the 1957-58 budget. 

Fortunately a bequest this year, 
replenishing the- Reserve Fund 
somewhat, makes it appear that 
‘$23,000 could be safely withdrawn 
from the fund to help balance the 
1957-58 budget. But even with so 
large an amount coming from re- 
serves a substantial increase in 


every state pledge will be needed. 

At the 1956 Convention there 
was expressed a wonderful and 
sympathetic understanding of the 
League’s financial problems, as 
well as appreciation of the work of 
the national office. The Budget 
Committee is hopeful that every 
local League and state Board will 
do their utmost, through their 
pledges, to balance this budget and 
make continuation of such services 
possible. 
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